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(57) Abstract: It is lhc object 
ol ibis invention to provide a 
method of increasing the data 
throughput of a multi-hop wireless 
'ink. A method is provided which 
mitigates self-interference, without 
precluding the use of omni directional 
transceivers. Dislnbuted protocols 
lor channel allocations in a multi-hop 
wireless communication system are 
described. These protocols result in 
channel allocations that increase the 
capacity utilization of the network and 
render the system robust to localized 
interferons (1550) and jammers. 
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M^OD AND SYSTEM TO PROVTOE INCREASED DATA THROUGH W A 

WIRELESS MULTI-HOP NETWORK 
FIELD OF THP lM%fpM Ttn ,.| 

Th,s invention is concerned with the area of wi,e,ess systems, ,„d m ore 
BACKOROTtlvn 

Two T U r fWireleS ^ VKeS,0,ra " Sferdatais ^™" g --s i „ g , y p re va 1 e n « 
o*r. Forra a I „ pl e iaC e,, u , arphoneco _ nicateswithaceltotobasestatj 
«- connect to the pu blta switch* telephone network ^ P 
weiess .oca, area network where wireiess Cent devices communtcate with an aceess 

where ar t d r ,r T SferCa " te0 " e " Wa,,fr0mth " 0UTOt0,hed - taalto »-"-°-™y. 
where data tra f,c also nave,* from the destination ,o the sonrce. The maxtmum rate of 

^ug pu, of data between the source and the destination, hereafter referred to simp! 

In certam cases, i, is desirable for the source and destination wireiess devices to 
«~ or relay their data transmission through intermediate wire,ess devices ThesT 
mtermeCiate devices are genera,,, referred to as routers, repeaters, or relays The 
tntermediate devices may he needed when the source and destination are no, within 
—ion range ofeach other. Other wireless dev.ces can he used to reiay the data 

wtre ess evtce ,s ,„ transrmssion range of me originating nevice. The number of 
™,ess devices in the chain may be as small as one, or aa ,arge aa need be. Figure , 
showsasourcemarkedS WO cotnmumcanng to a desbnation marked D ,70 "a the 
mtermedia,e„ire,ess routers marked I, „0. ,2 ,20, ,3 ,30,14 ,40, , 5 ,50, and ,6 ,60 
The two-way arrows between the rcnteta indicate a link that has been formed between ' 
•hose routers. For examp,e, node ,1 „0 can comanumcate direcUy with node 12 ,20 and 
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™, Howeve, to reach I4 14 0. node „ must communicaK t ^ ^ ^ 

bu,„„,oir,r ex,r3n " 

7* ^ " ^ COmpUttr Wi * - ™* 802.11 interface. Wire.ess devices may 

alsoco„ s , st „ f a s epa r a,e, r a„ sm iue r a„d re ce i vera,each„ode.,f^„era„d 
recover can transmit and recetve data to, another node a , , he ^ ^ fc 

dir " §Urc 2 " taS,ra,eS ^ - MI- 

upeitr ^M^^^,^^^ 

duple, transfers are g e„,r.„y Ceaper, and more easi )y available. Therefore, many 

One prior art method of implementing of a chain or a mesh of wireless devices is 
~v,ces communicate with each other by ievera.n, peer wimiess de ices , I 
(rmhtary) communications and mobile (civilian) networks 

[United States Patent 5 470 4nm Th„ . 

info™,,, r , ' 9 - 4 °° I - The s " a, °P 'amp poles and te.ay 

mformatton from Chen, user modems to wired access points and vice-versa 

known as directional antennas, and these have radiation pauerns that are no, circuity 
symmetric in the horizontal plane. ' 

The directional properties of one hypothetical directional antenna that is 
connected to a source S 300 in the horizontal ptae are iHusuated in Rg ure3. As can be 
S ee„,,hesources,00ca„on,yco mm „„, ca te with des,i„a,ion D3 3 2 old no, with I„y 
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ofD,3,O, D 3 330,D4 340.D5 3 5 0,a„ <iD6 360 Si „c clh ea„ ttn „a d „ es noltransmitor 
ece.ve ,„ those directions. 0ne pijor m ^ ^ fcy ^ ^ 

"" kS °" ta,h *» — « —I w,«.ess devices formm, . 
chain twww.radiantnetworks.comI. 

DirectionaJ links are overly reatricdve for many forms of terrestrial 

commumcation since they penni, communicadon on,y a certain fixed direction at any 

g.ve„ tnstant of ,, me . For appbcadons soon as the prior ar, mentioned ahove, MANET 

andDARPA SURAN, directiona, links (in contrast ,oonu,i-d,recuo„a, .inks,, are no, 

* Si "T y W0U ' d PKVem f ~ ° fm «""* — -wo* hetween wireless 
evtces maAdtary direction,.,, these appiications, them may no, he prior knowledge of 
•he dtrecon be,wee„ a given wire,ess device and ano,her wireless device. Therefore 
atmtng antennas with direorional links presents « diffic„„y. especially when setting up 
commumcation using a cham of wimless devices tha, may be reconfigured based on 

SUMMARY 

I, is the object of this invendon to provide a method of increasing the data 
.rougpu,„famu,,i-hop wireless link.Amemod of using a disputed protocol for 
channe, al.oca.ion ,„ a multi-bop wireless communication system is described The 
proton* results in a channel aliocation tna, increases the capacity udfizauon of the 
network and renders the system robust to focalized interfere and jammers 
BRIEF DESCRI PTION OF THF pg ^ 

The present invention is illustrated by way of example, and no, by way of 
Nation, in the figmes of the accompanymg drawmgs in which like ^ „ 
refer to similar elements and in which: 

hoc wireless network. 

Figure 2 is a diagram illustrating the difference between half-duplex and full- 
duplex transceivers. 

Figure 3 is a system diagram of a prior art commutation system using 
directional antennas. 

Figure 4 illustrates one embodiment of a w.reless mesh network. 

-3- 
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Figure 5 i,,ustrates one embodiment of a chain of w.reiess links formed by a set 
of half-duplex transceivers at a plurality of nodes. 

Rgure 6 is a system diagram of one embodiment of the channels assigned to 
indmdual links in a multi-hop mesh network topology. 

Figure 7 is a system diagram of one embodiment of the channels assigned to the 
Jmks m the multi-hop chain of Figure 2. 

Figure 8 is a system diagram of one embodiment of the channels assigned to 
individual links in a multi-hop mesh network topology. 

individual links in a multi-hop mesh network topology. 
Figure 10 illustrates one embodiment of a node. 

^ Urelli -«owchartofoneembodimentofchannel aS signmentusingthe 
downlink channel discovery protocol. 

Figure 12 illustrates one embodiment of the format of a reservation packet 
Figure 13 is a system diagram of one embodiment of channel allocation 
Figure 14 is a system diagram of another embodiment of channel allocation 
Ftgure 15 is a system diagram illustrating . response t0 an inlerferer 
figure 16 is a system diagram illustrating a response to a new node being added 
into the system. 

Figure "i^^emdiagramofanotherembodimentofchannelallocation. 
DETAILED DRSCRIPTinpl 

A channel assignment scheme for a node in a wireless network is described The 

method includes assignmg a firs, channel*, an uplink foranode. and assigning a second 

^neiforadownlinkforanode.TbemethCfurmerma.ntains the firs, channel and 
•he second channel disrinc, from an uplink channel of , &(mb gaBway fa ^ ^ 

manning multiple channels ma, do no, interfere w„„ each other, interference between 
nodes is minimized. T „ e present appljca , ion ^ on .^.^ fc ^ 

wireless links. Furthermore.it addresses the issues of new nodes joining the system, and 
foretgn nodes causing interference within ,„e svstem . By provjding , 
protocol executed a. e«„ node, the cento, server does not need to comrolthe channel 
assignment ofeach node. Thus, the present system may be used for large network, and 
scales from a small network to a large network without any problems. 

-4- 
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The throughput of a chain of wireless links is limited at least by the 

1. throughput of each individual wireless link that makes up the chain; 

2. speed of each intermediate wireless device to transmit the data it received 
on to the next wireless device in the chain (i.e. forward data); and 

3. for wireless devices with omni-directional transmitters, interference of the 
data transfer taking place between a pair of wireless devices in the chain 
with data transfer taking place between another pair (we shall refer to this 
as self-interference of the chain of wireless links, or simply self- 
interference). 

Self-interference poses a particularly j mpona „, proWem ^ jaafmKX 
prevents the bandwidth of communication in a chain of ,i nks f,„ m reaching lhe ra , e Qf 
single link. 

Figure 5 illustrates a chain of wireless links formed by a half-duplex transceiver 
at eachof the nodes S 510, II ... 16, D 530. Two boxes are drawn inFigureSto indicate 
the range of transmission of nodes 12 520B and 13 520C, which have omni-directional 
transmitters. To summarize the connectivity, two nodes that are connected by an arrow 
are w.thm transmission range of each other, while conversely two nodes that are not 
connected by an arrow are not within transmission range. In the process of S 510 
communicating with D 530. each intermediate node will have to relay the data from S 
510 to D 530, and similarly for communication from D 530 to S 510. If 12 5<>0B is 
transmitting, then II 520A and I3's 520C transceivers will be within receiving range 
Similarly, if 13 520C transmits, then its transmission could be received by 12 5^0B and 14 



520D 



One form of self-interference anses when II 520A is transmitting to 12 5-0B and 
12 520B is transmitting to 13 520C. The transmission from 12 520B interferes with the 
rece P donatI2520BofthetransmissionfromI1 520A. The MAC/PHY layer protocol 
standards such as IEEE 802.11b mitigate this form of self-interference by implementing 
earner-sensing, such that node 12 520B can transmit only when the channel is clear i e 
neither of its neighbors II 520A and 13 520C is transmitting. This effectively reduces the 
effective throughput experienced by any node in the chain to one-half of the link 
capacity. One way to solve this problem is by having two transceivers at each node each 
operating on a different channel or spreading code. By using two transceivers, each node 
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can simu.taneoosly transmit and receive dau By osjng djfftrent chamds or 

code, for the ,w„ transceivers, self-interference between the transce.ve. is reduced, or 
eliminated. 

and „ ^' bCT ^ " Sel, -"" Crfere " Ce — wto » «0A is transmitting to 12 520B, 
anc ^-'-^»I452(»XT to « 1B ^ efBJJ0ClIl „ IB ^ lo 

" 20B ' and ,merferes wi * *e transmission from II S20A lo 12 5'OB 

Similarly, if 13 520C attempts ,o transmit „ ,2 520B a, ,h= same time «ha, I! 
5-OA attempts t0 « t0 j2 32 0B. the two transmission* wj „ interfere a „ d be 
dtsntptedThis form of self-interference is addressed in MAC/PHY layer protocol 
5^0A^ £ ' S ^ ^ S02.1 lb by implementing an RTS/CTS mechanism: when II 

™ ^ a ' atOSendl0,2520B " liS — RK <^-«oSe„d,co„ to ,pac t e„o 

5-0B mat reserve* the channel for a certain duration of time. If 12 520B is free to 
mceave data, i, responds to „ 520A with a CTS (Clear To Send, control packet that gives 

520A clearance to send data ,„ ,2 520B during the requested interval of time. Any 
node, other thanll 520A and 12 520B, tha, overbears the RTS or the CTS or bom mis, 
remam silent for the duration of the transfer from ,1 520A and 12 520B. In the example 
of Ftgure 5, nod, S 510 (which overhears the RTS) and node .3 520C (which ovemeam 
me CTS >m us(reraamsI ^ 

achamof nodes as m Figure 5, only one outof every three nodes can be transmitting ata 

ven.me.T*, effectively «mi,s the throughput to one third of the capacity „, a sir ,g le 
i nk. Thts ,s referred to as the "One-Third Problem". I, can be seen that this reduction in 
throughput is characteristic o, mesh networks where data is forwarded across multiple 
wireless links. 

As an example of ,h, s situation in pract.ce, consider the unlicensed 2.4 GHz ISM 
band which is divided into three non-overlapping channels of 22 MHz each A Mt- 

upto 1 1Mbps, although the actual throughput experienced in a specific environment may 
be much lower. Le, us say, however, for the sake of i.lusuadon, that the link does 
operate a, 1 1 Mbps. If a mesh network of these radios (S,I1,,2, ,3,14,15 16 D)were 
deployed as shown in Figure 4, the actual throughput experienced between any two 
nodes separated by more than two hops in me mesh would be no better than 
l/3*(llMb P s) = 3.67 Mbps. because of the One-Third Problem 
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Too***. the effect of this form „ f self-interference, each link can be enabled 
■o operate mdependently w ith ou, inference from the .^amissions occurnng on other 
adjacent hnks. Each re.ay node can be capped w it h two (half-duplex) wireless 
-ransce.vers, one for the "uplink" and one for t|M „ downIink „ ^ ^ 
.receiver is capable of reiving and tra „ smilti „ g , though m „ fc ^ ^ 

The transmissions from one of ,he half-dup.ex .ranaceivera in this acting may 
canae mterference to the reception by the other half-duplex transceiver of another 
ttansmtssion front a mo* distant radio. Thia is known in the Art as the -Near-Far 
Problem". For one embodime*. this problem is solved by having the two half-duplex 
transcetve. operate on distinct channels or w„h different spreading codes in.spread- 
spec.™ systetn. Due t o imperfections in the transfer design there ruay be some 
^coftheaignal (broad aide-lobes) outaide of the intended fluency band. For one 
embodiment, ftlter circuita a, used to eliminate or suppress ,he unwanted side-lohes. For 

d,e d.s„„c,ha, M up,ex transceivers is further implemented tormtigate the Near-Far 
rroblem. 

The present invention mcorporates techniques for minimizing i„ ler , erence 
fctween adjacent links and solving Ok "One-Tnird Problem", thereby allowing the 
hroug p„, o„ a multi-hop link to reach the capacity of a single link and effecting a 
threefold mcreaae in capacity utilization. 

In one embodiment, the transceivers on adjacent links operate on different 
channels". For one embodiment, the channels are frequency channels. The term 
channel" is to he understood in , generalized sense aa designating a method of 
ormattmg data in suchawayas to render i, effeCvely distmguishable from other data 

mmaTV broadcast because they occur on different frequency "channels. On the other 
and, a data transmission on a horizontally po,an zed light . wave ca „ ^ ^ 

blr l" hi f KM b "" 1 eXamP ' e ' ° Cha "" el C0Uld be m ° of elev ™ frequency 
hands avatlable for direct-sequence ^-speedum .ansrmsa.on, AltemativeT, each 

ctl "I! ^ beadiffcKn,SPreadi "^'-P-'-^.n.m COMA syatem, or each 
channel could correspond toadiffemn, portion for the transmitted waveform 
-7- 
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modulated wi, h .he motion bil , ,„ „„, ^ ^ ^ 

scheme is imp.emenfcd on nodes thal „ ave 0 „, y Me wire)ess . nBrfacc ( 

^--")'-i.^^be t wee„ NK „ p , inkanddownlinkchannels (depe „ dl „ g 
de St ,™,,„„o flh e^ ssion) ^ Wsso|vMtte0ne _ Thwprobiembutiheth 

another em 5odi Ms channe , scheme ^ imp|emeMed ^ ■ 

•wo wtreless mterfaces (traMMivera) , one opera „ ng 0 „ ^ ^ ^ 

a„dI3^ SOlUUO " iSillWaledi " H8 " e6WhereeaCh0f,herelaySll6MA .^^ 
d 13 6.0C possess dua, ha„-du p) ex transceivers with S 6,0 „ icating with „ 

«0A on channe," 2, U 620A conning with 12 620B on "channe," 3, and P 

6.0B communicating with I3 «0C on "channer ,. and ,he channe, a,,oca, to „ repeating 

for every hnk thereafter down the chain. 

Asatehere.amp.e.ftechannda.locationforanadhocwireJessn.esh.etwork 
"'"^."FigureT.EachBnt^hownto^^..^,,^, 0f3 

unions on „ of the three "channel do „ ot taKrfere ^ ^ ^ ^ 
others (no croas-channe, interference"), , his (ype of channe| g 
mfcrference. Th, scheme can he implemented as ,ong as there *e a, ,eas, 3 "channe,,. 
chanrJr 3 " 3 n ^ iSCaPable0f,ra " Smi,,i "^"' 1 -*'"8onm„,, 1 p,eof,he S e 

se„ i„,'r re ,s r s " channei in,erference ' ,he scheme ™ ab ™ »*- ■» 

the channels overlap in frequency space, or 
2. if the ,eakage of the data signa, from one frequency channe, into a nearhy 

channe, ,s large enough to cause non-negligible interference 
In one embodiment, the interference caused by each channe, to the others is 
reduced by spacing them sufficiently far apart in frequency space. Even if the channels 
-separated in frequency space, there may sti,, be inter-channe, crosstab asareaul, of 
.mperfecttons in tranacetver design tha, cause .eakage of the RFsigna, outside of the 
■ntended band. ,„ one embodiment, this may be mitigated by the use of f„,er circuits 
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Fo, one embodiment, for each cbanne, „„ wh.ch the devices may w ^ . a 
corresponding filter circuit. When a particular channel is selected. the appropr,a,e filter 
am .s switched into the system. Por a„ otner embodiment ^ fc a ^ 
associated with each transceiver. The filter may be tuned for use with the se,ec,ed 
frequency.tofih-ersignaia sons to transmit and,or receive only the appropriate s,g„a,s 

In one embodiment the transceivers are spread-spectrum modulated and 
adjacent links operate on orthogona! spreading codes, as typically seen in code division 
■nu.tip.exmg. This allows reception without interference even on the same channel ,„ 
one embodiment, the inter-channe, interferes can be minimized by physically isolate 

hnk. The channel assignment described in Figure 6 solves the "One-Third Problem" as 
described above. 

The present invention also incorporates a protocol for assigning channeis ,„ 
mdivtdual Imks in a mu.d-hop mesh network topo.ogy as il.ustrated in Figure 8 There 
ex.« routing protocols mat allow each node in the wireless network to leam the number 
of hops to a distinguished node in the network (the "Server"). An example of such a 
routmg protocol is disclosed Application Serial No. 09/751,262, filed December -9 
2000, entitled "Method And System To Provide A Routing Protocol For Wireless" 
Devices." 

The mformatton regarding , he number of hops from any client to the server is 
used r„ the preset,, application ,„ determine channel actions. When the network is 
.muanzed, the routing protocol runs on a common ehanne, and seta up mutes between 
nodes. ,n one embodiment, the common channel on whtch the mating protoco, operates 
, a dtstmc, fluency band. .„ another embodiment, the common channel is a 
spreadmg code. ,„ one embodiment, the common channel, a unioue spatial stgnature or 

dtatton pattern. ,„ one embodiment, the common channel is a unique polarizl for 
he transmrtted wireleas data, m another embodiment the routing protocol operates over 
all avatlab e bands, codes, and/or spatia, patterns. Alternative ways of distinguishing the 
common channel from standard communications channels may be used 

Smce the system is assumed to have a minimum of three available non- 
mterfermg channels, for simplicity these channels will be refermd ,o as channels 1 2 
and 3, henceforth. 
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If, through the operation of the routing protocol, a node determines that it is N 
hops from the Server, it sets wireless interface A to channel N (mod 3) + 1 and w.reless 
interface B to (N + l) (mod 3) + I. This ensures that alternating links employ distinct 
channels, in accordance with the assignment scheme discussed earlier. Figure 9 is an 
exemplary flowchart of a node setting up its channels in accordance with the above- 
described scheme. At block 910, a routing packet as received from an upstream node At 
block 920, the node determines whether the routing packet is from its default gateway 
One embodiment of the process of selecting the default gateway is described in 
copending application Serial No. 09/751,262. If the routing packet is not from the node's 
upstream node, the process continues to block 930, and the routing packet is discarded 
and the process ends. If, at block 920, the node determined that the routing packet was 
from the node's default gateway, the process continues to block 940. 

At block 940, the number of hops to the server, through the default gateway is 
determined. For one embodiment, this data is carried within the routing packet For 
another embodiment, a further packet may carry this information. The number of hops is 
designated as N. 

At block 950, the channel for a first interface is set to (N (mod X) + l), where N is 
the number of hops to the server, and X is the number of available channels, which is at 
least three. By using a minimum of three channels, interference upstream and 
downstream is avoided. This is discussed in more detail below. However, if more than 
three channels are available, the system may utilize any number of channels. 

At block 960, the channel for the second interface is set to ((N+l) (mod X)+l) 
This makes certain that the two interfaces have different channels. The process then 
ends at block 970. 

Using the process of Figure 9, in a three channel system, node II 820A of Figure 
8, which is one hop from the Server S 810, will set its uplink interface to channel (1 
modulo 3)+l = 2 and its downlink interface to channel (1+1 modulo 3) + l = 3. Similarly 
node 12 of Figure 8, which is two hops from the Server S 810, will set its uplink interface 
to channel (2 modulo 3) + 1= 3 and its downlink interface to channel (2+1 modulo 3) +1= 
1- These assignments are in accordance with the channel assignments outlined earlier 
Thus, the present system provides a distributed and coordinated allocation of channels to 
all nodes m a wireless network through automated individual decisions by the nodes 
-10- 
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themselves, as opposed ,o an imposition by a centra, authon.y, or by manual 
tntervention. Furthermore, me nodes make fteir decisions based on information carried 
m routing pacta. This permits seamless expans.on of the network, without added 
overhead for channel allocation. 

In add.tion to the problem of self-interference discussed above, there is the 

further problem of interference caused by other devices operating in the frequency band 
or by tntentional or unintentional jammer, Such tnterference generally also reduces the 
throughput experienced by nodes in the network, and may in extreme cases render the 
network unusable. The regulations imposed by the FCC on operation in the unlicensed 
bands are designed ,o promote coexistence of multiple operators and networks in the 
same area. These restrictions mclude limits on thetota! radiated power by any transmitter 
d on the antenna gain. In addition, the modulation schemes mandated in the unlicensed 
bands (spread-spectrum or OFDM) offer some degree of interference rejection 
eapability. In practice however, these regulations mttigate, but do no, solve the 
coexistence problem of mu„i P ,e networks in the same aze, A foreign nod. (one mat 
does no, belong to the network) tha, is transmitting a, a given time could (depending on 
■ts proximity and radiate* power, etc.) interfere with data transmissions within the 
network. The foretgn node effectively raises the noise floor, thereby reducing the signal- 
o-no.se rattoatarecetver in the network. Another possible interferer is a noise source 
that ,s locked within the frequency band. Coexistence of multiple networks in ft. 
same geographical area is an important practical problem fta, is likely to grow in 
tmportance with the widespread network deployments currently being undertaken by 
multiple operators in the unlicensed bands. 

The unlicensed bands have multiple channels (either frequency bands or 
spreading sequences or frequency hopping patierns) available for use. Through judicious 
channel selection, a network operator may be able to achieve efficten, data transmission 
even tnfte presence of inference source, More generally,* any multi-hop wireless 
—.cation system with multiple available channels, effective channelization 

reuse, and improved interference rejection. For one embodiment, a distributed and 
dynamic channel allocation protocol is used ,„ solve the se,f,„,erference problem (One 
Th.rd Problem) even in the presence of localized interferon, or jammers. 

-11- 
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The base assuror, is that there is some set of channels such that transmissions 
on any one of these channels does not interfere (or interferes minimally) with 
simultaneous transmits on any other channel(s) when these transmissions are taking 
Place in the same geographical area. In general, there is a smooth gradation that extends 
from channels that interfere strongly with each other to channels that have negligible 
impact on each other. The number of these non-interfering channels may be large, so that 
there may be many ways to choose the channel allocations on each link such that there is 
little or no interference among transmissions. The term channel herein refers to one or 
more channels chosen from a maximal set of non-interfering channels. For one 
embodiment, a minimum of three non-interfering channels is used to ensure that the self- 
interference (One Third Problem) discussed above is removed. 

For one embodiment, each node may have more than two wireless interfaces. In 
the 2.4 GHz ISM band, for instance, there are 3 non-overlapping, and hence non- 
interfering, channels. If this band were used, a device could have three wireless 
interfaces, i.e., 3 half-duplex wireless transceivers, each one using a different one of the 
three available non-interfering channels. By using a low power transmission on the third 
channel, interference with the upstream transmissions of the default gateway may be 
avoided. Alternatively, in systems with more than 3 channels, more than 3 transceivers 
may be used. 

A set of channel allocations is referred to as "efficient" if it satisfies the two 
conditions that no node is allocated the same channel for the uplink and the downlink 
(condition El), and that no node is allocated a downlink channel that its default gateway 
is allocated for its uplink (condition E2). 

For example, an inefficient allocation may be one in which a node Z has the same 
channel (channel 1) for its uplink as for its downlink. This allocation violates the first 
condition (EI) for efficiency. This inefficiency results in node Z not being able to 
transmit and receive at the same time, since the transmission and reception interfere with 
each other. Another example of an inefficient allocation is one in which the downlink 
channel for node Z is the same as the uplink channel for its default gateway, node X not 
meeting the second condition (E2) for efficiency. This inefficiency results in node Z 
causing interference with node X when it transmits downstream, while node X is 
transmitting upstream. Since generally transmissions are not fully directional, when 
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node z is transmitting downlink its transmission also reaches node X uplink, resulting i„ 
interference. 

Any channel allocation that is efficient, according to this definition, solves the 
1/3 problem. As an example, the channel allocation scheme ontlined earlier in this patent 
application results in an efficient allocation. There are, in general, other efficient 
allocations fo, the system, all of which solve the 1/3 problem and are therefore 
equtvalen. in the absence of interferers. However.in the presence of interfere, one or 
more of these efficient allocations might be superior to the others. The goal of the 
following is to demonstrate a protocol that results in the efficient channel allocation ma, 
provtdea maximum interfemnce-rejeetion in the presence of interferers. 

The channel allocation scheme propoaed above has some degrees of freedom in 
..s tmplementation. The scheme, for one embodiment utilizes three channels, regardless 
of the number that may be actually available. Furthermore, for a given se, of three 
channels chosen for use. there are actually 6 ways of allocating the channels, within the 
system proposed earfter - the 6 allocations differ by permutations of the three chosen 
channels. While these 6 allocate are equivalent in performance in the absence of 
sources of interference, one of the 6 allocations might actually be more optimal than the 
others in the presence of interferers that might be physically localized and transmitting 
on spectfic channels. Therefore, i, would be desirable to allocate channels in such a way 
as to addit.ona.ly provide maximum interference rejection, resulting in best coexistence 
The present distributed protocol results in an efficient channel allocation - one 
Una. solves the 1/3 problem - that also provides the excellent interference-rejection 
There are two elements ,„ rite problem of efficient channel allocation in a multi-hop 
w.reless network in the presence of interferers: (I) the identification of the "bear" 
channels on the uplink and the downlink from each node, and (2) the assignment of these 
channels to the uplink and the downlink. 

Figure 10 illustrates one embodiment ofanode. For one embodiment, each node 
m the network has a software agent ("the Channel Manager") 10!0 that comotunica.es 
penodieally, and on each available channel, with the corresponding software agents on 
netghbonng downstream nodes and determines which channel corresponds to the best 
hnk quality. Having determined me beat downlink channel, the Channel Manager .010 
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instructs the Channel Managers on the neighboring downstream nodes to SW1 tch to that 
channel. 

The channel manager 1010 includes a registration packet constructor 1015 which 
constructs a registration packet to be sent downstream. The channel manager 1010 
further includes a link evaluator 1020 and assignor 1025 which evaluate each channel 
tested, and assign the best channels) to the downstream links. Channel manager 1010 
may be periodically triggered by timer 1030. For one embodiment, channel manager 
1010 may further be triggered by inefficiency detector 1035. Inefficiency detector 1035 
momtors for the efficiency conditions Rl and R2, using data from memory 1040 The 
conditions El and E2 apply to the global allocation (across all nodes and links), while 
the conditions Rl and R2 are applied locally, at a node onginating the Downstream 
Channel Discovery Protocol. 

Thus, inefficiency detector 1035 triggers channel manager to initiate the 
downlink channel discovery protocol if any two of the upstream channel of the node the 
downstream channel of the node, or the upstream channel of the node's default gateway 
are identical. 

Further shown is transceiver 1050, with two channels indicated, each channel 
havmg its own filter. For one embodiment, a single filter 1065, 1075 may be allocated to 
each transcdver. and the filter may be tuned, to filter for the appropriate channel 
conditions selected. For another embodiment, each filter 1065, 1075 may actually be 
composed of multiple individual filters. The filters 1065, 1075 may switch in the 
appropriate filtering circuitry for each channel being used. 

The node may further include a directional antenna 1080, 1085 associated with 
each transceiver. Although the two directional antennas 1080, 1085 are illustrated as 
being next to each other, for one embodiment, the antennas are separated by a maximum 
distance, to limit interference. 

Periodically, or in response to specific events, the Channel Manager 1010 on a 
given node initiates a Downlink Channel Discovery protocol. 

Figure 11 isaflowchart of one embodiment channel assignment using the 
downlink channel discovery protocol. The process starts at block 1110, when the 
Channel Manager on the given node sends a broadcast message on the common channel 
(the channel used to send routing and other control information) indicating that it is 
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Pta„,„ g ,„ m its downslreanl links AJ| nodes one hop downs(ram ^ 

node (i.e., all nodes for which the given node is the default gateway) respond to this 
message wi«h acknowledgement packets that indicate their readiness to participate in the 
mk-testing. AH nodes tha, are no, one hop downstream from the given node ignore the 
broadcast. 

A, block 1115, the given, or originating, node, detennines all channels that may 
be used for its downstream link. Each channel listed is a channel drawn from the 
maxtmal se, of non-interfering channels that are no, being used on the uplink from the 
ongma,ing„ode<co„di,,o„Rl>, and no. being used on the uplink from the originating 
node s default gateway (condition R2). 

At block 1 120, the reservation packet is constructed and sent. The Reservation 
Packet may also include information about which channel is being used for the uplink 
from the given node. The Reservation Packet indicates the sequence of channe,s on 
whtch the link is going to be tested, and the rimes at which the tests will be performed It 
,s not necessary tha, the clocks on al, the nodes be synchronized. Toe timtng information 
m the broadcast, for one embodiment, is a relative offset from the current time, which 
may be different on the various nodes if the clocks are not synchronized 

An illustration of the Reservation Packet that may be used for this action is 
sowninFigureU The reservation packet of Figure ,2 may be used in the network 
shown in Figure 15. Node Z might send a Reservation indicating to its downstream 
netghbors that in 5 seconds it will switch ,„ channel 11, stay on that channel for 5 
seconds, then switch to channel 7, stay on that channel for 5 seconds and finally switch 
to channel 5 and stay on it for 5 seconds. The reservation packet further indicates tha, 
the channel being used on the apVmk from z „ , j\f ote that thex , IIlm m 

merely exemplary, and alternative timing may be used. 

At block 1 125, the originating node monitors the acknowledgments sen. in 
response «o the reservation packet. For one embodiment, the Reservation Packet is 
acknowledged by all nodes one hop downstream that receive this packet, and tgnoted by 
all other nodes that receive it. 

A. block 1 130, the originaring no de monitors packets sent by its downstream 

"^-^^otann.l.A.eachrirr.^rirne^specmedmth.Rese.arion 
Packet, the given node and all nodes one hop downstream tha, have agreed to participate 
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.n the link-testing switch the interface dedicated to this link to the channel reserved for 
this time slot in the Reservation Packet. Having switched to the specified channel, each 
downstream node waits a random small interval of time and then sends a predetermined 
and fixed number of packets to the Channel Manager of the originating node. 

At block 1 135, the originating node evaluates the link quality shown by the 
packets. In one embodiment, the link quality is estimated by the packet-error rate on the 
link. The originating node's Channel Manager counts the total number of (uncorrupted) 
packets received, and compares it to the total number transmitted. The total number 
transmitted may be determined by adding the corrupted and uncorrupted packets, and 
further may account for nodes from whom no packet was received at all, based on the 
node responses to the original acknowledgement to the broadcast. The Channel Manager 
uses this data to determine the quality of the downlink on that particular channel. In one 
embodiment, the link quality may be based on a throughput figure of merit. The 
originating node's Channel Manager measures the throughput observed for the data 
transmissions from the downstream neighbors and uses this data to determine the quality 
of the downlink on that particular channel. In one embodiment, the link quality estimator 
« the signal-to-noise ratio observed on the link operating on that particular channel. This 
tat of Imk quality estimators is intended to be illustrative, rather than exhaustive - other 
esumators will be apparent to those skilled in the art. In one embodiment, the Channel 
Manager separately evaluates the performance on that particular channel of each of the 
links that comprises its downlink by counting the number of uncorrupted packets 
received corresponding to that link and comparing it to the number of packets 
transmitted by the downstream node corresponding to this link. 

At block 1140, the process determines whether all of the channels specified in the 
reservation packet have been evaluated. If not, the process returns to block 1130, to 
monitor the next channel. 

In one embodiment, after the process has cycled through all the channels 
specified in the Reservation Packet, at block 1145 the originating node determines the 
"best" channel for the downlink, based on the link-quality statistics for each channel In 
one embodiment, the determination of the best channel for the downlink may be based 
additionally on the link-quality statistics observed on the channel in the past. In one 
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embodiment, the given node determines individual the "best" channel for each of the 

links comprising the downlink. 

Having determined the best channel or channels for the downlink, at block 1 150 

the Channel Manager of the originating node broadcasts an Assignment Packet 

announcing its choice. Each of the nodes that is one hop downstream acknowledges this 
packet and swatches its uplink to the channel specified in the Assignment Packet and 
stays on this channel thereafter, until the next round of link-testing. For one 
embodiment, each downstream node is assigned the same channel. For another 
embodiment, different downstream nodes may receive different channel assignments if 
more than three channels are being used. Thus, for one embodiment, instead of 
broadcasting, Channel Manager may send a directed message to each node, assigning its 
channel. 6 

At block 1 155, the process ends, having completed the Downlink Channel 
Discovery protocol. 

For one embodiment, a node win initiate the Downlink Channel Discovery 
Protoco. when it firs, joins th e network. I, wil, also initiate the protocoi if a. any time one 
or more of the channels allocated to its downlink does „o. satisfy both conditions 
described above, i.e. that its downlink channe. is different from its uplink channel, and 
that its downlink channel is different from the uplink channel of its default gateway It 
w.ll also i„i«iate the protocol periodically. For one embodtmem, the period for 
^covering downlink channel may be as long as a day. i.e. downlink channel discovery 
■s tnitiated once per day. For another embodiment, the period for discovering downlink 
channels may be as short as an hour. 

Through operation of the Downhnk Channel Discovery Protocol at each node in 
the network, an allocation of channels for ,he whole network is achieved. It can readily 
be seen that through the application of condkions (Rl) and (R2) at each node the 
allocation achieved for the network asawhole is guaranteed to be efficient (i.e., satisfies 
conditions (El) and (E2)). 

Figures 13 and 14 show two examples of channel allocations that might result 
from the operation of this protocol. In one embodiment, there are multiple channels that 
are selected for the downlink fromagiven node with each of the links that comprise this 
downlink being allocated a specific channel. Figure 13 illustrates an example of a 
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channel allocation that could result. The originating node in Figure 13 is designated Z 
1310. Node Z 1310 may be anywhere in the structure, but as can be seen, node Z 1310 
has some downstream nodes. It will be noted that node Z 1310 in Figure 13 
commumcates on channels I, 2 and 6. Node Z 1310 might be a wireless device with 3 (or 
more) wireless interfaces. Figure 13 illustrates the instance in which node Z 1310 selects 
multiple downlink channels. This permits node Z 1310 to set up the preferred channel 
for communicating with each of its downstream nodes. 

Figure 14 illustrates an alternative embodiment in which a single channel is 
selected for the downlink from a given node and all links that comprise this downlink 
share this channel. In both Figures 13 and 14, the allocation satisfies conditions (El) and 
(E2). This scheme, therefore, provides a distributed mechanism for achieving an efficient 
channel allocation (as measured by minimum packet loss rates) in a multi-hop wireless 
network m the presence of interferers. 

This scheme has the merits of being fully distributed (all decisions are made 
based on locally available information) and having a low computational complexity (the 
computation involved is a simple comparison of packet-error-rates on the different 
available channels) or similar quality evaluations. The scheme is sensitive to narrowband 
interferers as well as to interferers occupying one or more of the system's channels. 

As an example, suppose the channel allocations in the system are as shown in 
Figure 15, and this set of allocations is an efficient allocation that implements the best 
interference rejection per the above-described protocol. Now suppose that an interferer 
1550 operating on channel 1 appears near node W 1510, as shown in Figure 15 The best 
allocation of channels prior to the appearance of the interferer, at time Tl, was to use 
channel 1 for the downlink from node W 1510 to nodes X 1520, Y 1530, and Z 1540. 
The "best" allocation in the presence of the interferer is different, since channel 1 is now 
not usable due to the proximity of the interferer 1550. The link-testing protocol starts in 
accordance with the period set for it, and tests the links WX 1525, WY 1535 and WZ 
1 545. The link-testing protocol will find that the degradation of link quality as a result of 
the interferer makes channel 1 suboptimal, and makes another channel (here numbered 
channel 2) better. 

Thus ; at time T2, each of the links WX 1525, WY 1535, WZ 1545 is switched to 
channel 2, by sending an Assignment packet to each of nodes X 1520, Y 1530, and Z 



-18- 



WO 02/078J69 



PCT/US01/5()272 



1540. While channel 2 is an allocation that satisfies conditions (Rl) and (R2) at node X 
1520, , t does not satisfy condition (Rl) at node Z 1540, since the downlink channel of 
node Z 1540 is also channel 2. Node Z must then initiate the Downlink Channel 
Discovery Protocol to reset its downlink channels to nodes U 1560 and V 1570, since its 
uplink node has been changed to channel 2. This leads to a reallocation of the links ZU 
1565 and ZV 1575 to channel 3 from channel 2, at time T3, a short time after T2. 

As another example, shown in Figure 16, suppose that a new node T 1650 joins 
the network at the position shown in Figure 16 1650. Note that new node T 1650 is 
within range of nodes W 1610 and X 1620. When it links into the system, node T 1650 
receives messages on the common routing channel and learns that its default gateway 
should be set to W 1610. In one embodiment, it also learns from the routing messages 
that the data communications with X 1620 should be conducted on channel 1. Node T 
1650 then sets its uplink channel to 1. To configure its downlink channel (if it has 
ne.ghbo rs that are one hop downstream from it, such as node Q 1680 shown) it will 
imtiate the Downlink Channel Discovery protocol, as was described above. 

For one embodiment, an alternative scheme of Downlink Channel Discovery may 
be used. If there are N non-interfering channels available in the system a device may 
have up to N interfaces, with each interface fixed to operate on a different channel The 
operation of the embodiment of the Downlink Channel Discovery protocol illustrated in 
Figure 17 results in the allocation of a "best" channel for each link. The difference in the 
operation of this embodiment of the protocol from what has been described earlier is that 
dunng the link-testing phase, each node switches interfaces rather than channels, based 
on the contents of the Reservation Packet. For example, the link Z-U in Figure 17 is 
assigned to channel 2. Suppose channel 2 corresponds to interface I on device Z 1740 
and interface ffl on device U 1760. Node Z 1740 sets its downlink connection to node U 
1760 to use interface I, and node U 1760 will set its route to Z 1740 to use interface HI. 
In this realization, the protocol, in addition to being a channelization scheme, is also an 
interface-selection (or routing) scheme. 

In the foregoing specification, the invention has been described with reference to 
specific exemplary embodiments thereof. It will, however, be evident that various 
modifications and changes may be made thereto without departing from the broader 
spirit and scope of the invention as set forth in the appended claims. The specification 
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CLAIMS: 



We claim: 

e compnsing: 



1 • A channel assignment scheme for a node c 



assigning a first channel to an uplink for a node; 
assigning a second channel for a downlink for a node; and 
maintaining the first channel and the second channel distinct from uplink channel 
of an upstream node. . 

2. The method of Claim 1, wherein each interface is half-duplex. 

3. The method of Claim 1 wherein the channels are frequency channels. 

4. The method of Claim 1 wherein the channels are different spreading 
codes in a spread-spectrum CDMA system. 

5. The method of Claim 1 wherein the channels are different polarizations of 
the transmitted waveform. 

6. The method of Claim 1 wherein the channels are different spatial 
s.gnatures as determined by a smart antenna or adaptive antenna array at the receiver. 

7- The method of Claim 1 , further comprising: 

assigning of the first channel and the second channel for the node based on a 
number of hops from the node to a distinguished node. 

S. The method of claim 7, wherein there are multiple downlink nodes and 
the multiple downlink nodes use multiple downlink channels. 

9- The method of Claim 7 wherein the number of hops is determined from 
information carried in the routing packets. 
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10. The method of Claim 9, wherein the routing information is propagated in 
the network on some or all of the channels available in the system. 

11. The method of Claim 9, wherein the routing information is propagated in 
the network on a dedicated channel. 

12. The method of Claim 1 wherein the uplink channel of the node is 
assigned by the default gateway of the node. 

13. The method of Claim 12, wherein assigning the downlink channel for a 
node comprises: 

determining a plurality of potential channels for communication; 
sending a reservation packet to trigger testing of each of the plurality of potential 
channels; and 

determining a best channel based on responses to the reservation packet. 

14. The method of Claim 13 wherein testing comprises: 

each downstream node sending a plurality of packets to the node; and 
evaluating a channel with the best link quality.. 

15. The method of Claim 14 wherein link quality is estimated by the 
throughput on the Jink. 



16. The method of Claim 14 wherein link quality is estimated by measuring 
the packet error rate on the link. 

17. The method of Claim 14 wherein link quality is estimated by the signal- 
to-noise ratio observed on the link. 

18. The method of Claim 14 wherein link quality is estimated by the latency 
observed on the link. 
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19. A method to determine a quality of a link comprising: 
sending a predetermined number of packets to an originating node in response to 
a reservation packet; and 

deducing, at the originating node, a packet error rate based on a number of 
packets received without error; and 

assigning best quality channel to the downstream connection from the 
originating node based on the packet error rate. 

20. The method of claim 19, wherein the best quality channel comprises a 
Plurahty of downlink channels, and each downstream connection to a downstream node 
uses one of the plurality of downlink channels. 

21. A method to determine a quality of a Jink comprising: 

sending a predetermined number of packets to an originating node in response to 
a reservation packet; and 

deducing, at the originating node, a throughput rate based on the packets received 
without error; and 

assigning a best quality channel to the downstream connection from the 
originating node based on the observed throughput. 

22. The method of claim 21, wherein the best quality channel comprises plurality 
of downlink channels, and each downstream connection to a downstream node uses one 
of the plurality of downlink channels. 

23. The method of claim 22, wherein the determination is performed 
periodically, and on all downstream links from a given node and on all available 
channels in order to determine the choice of channel or channels for the downlink for 
which the best link quality is achieved. 

24. A method to allocate communication channels that results in enhanced 
resistance to external interferes in a wireless mesh network comprising: 
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periodically evaluating a downstream channel by receiving a plurality of packets 
from each downstream node for each of a plurality of channels; and 

selecting as the downstream channel a best of the plurality of channels based on 
link-quality. 



25. The method of Claim 24, wherein the method results in a channel 
allocation for the system that eliminates interference between adjacent links or next-to- 
adjacent links. 



26. The method of Claim 24, wherein the communications channel to be used 
on a link (connecting two nodes) is assigned by the node that is at a smaller number of 
hops to the access point. 

27. The method of Claim 24, wherein all the links comprising the downlink 
from a given node are assigned to the same channel. 

28. The method of Claim 24, wherein the links comprising the downlink from 
a given node may be assigned to different channels. 

29. The method of Claim 24, wherein the channel allocations for the system 
may change in response to the presence of an interferer or jammer transmitting on one or 
more of the channels used by the system. 

30. The method of Claim 24 wherein the presence of an interferer or a 
jammer is inferred based on the link quality observed on each link. 
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